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®onj onenoynbix cpeactB (POC) sABisSETCS AIEMEHTOM CUCTEMBI OLICHUBAHUS C(HOPMUPOBAHHOCTH KOMIIETEHIIUN Yy OOYYaIOMIUXCS B IIEJIOM
WJIM Ha OTIpEICTICHHOM JTare e¢ GOopMHUPOBAHUS.
®OC paszpabaTsiBaeTcs B COOTBETCTBUU ¢ padoueid mporpammoit (PIT) mucrurummHbl ¥ BKITIO4aeT B ceOs HA0Op OLIEHOYHBIX MATepPUANIOB IS
MIPOBEICHUS TEKYILETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHOM arTecTalluy o TUCHIUTUINHE.

1. KomnereHuunu u pe3yjbTaThl 00yueHus, GgopMmupyembie B pe3yJibTaTe 0CBOCHUS JUCHUILINHBI

Koa u HaumeHoBaHue
pe3yabTaToB

KpuTtepuu oneHuBaHus pe3ybTaTOB 00y4YeHUs

o0y4eHus (IIaHUPyEMbIC

HNuguxatop
Komnerenuust pe3yIbTaThl 00yUCHHUS,
KOMIIETEeHIIUH Heynosnersopu-
XapaKTEPU3YIOIIHAE ITAIbI OTIHYHO Xopoo VY 10BIIE€TBOPUTETHHO
(dhopmupoBaHUs TCIbHO

KOMITCTCHITHIA)




OIIK-3. CriocobeH k
pa3paboTke
ANTOPUTMUYECKHUX H
[IPOrPaMMHBIX PELLIEHUH B
00JIaCTH CHCTEMHOTO U
MIPUKIIATHOTO
MPOTPaMMHUPOBAHHUS,
MaTeMaTHYECKHX,
UH(POPMAIMOHHBIX
MMUTALMOHHBIX MOACTICH,
CO3JIaHHIO
HHPOPMAINOHHBIX
PECypCoB TII00aIbHBIX
ceTeid, 00pa3oBaTEILHOTO
KOHTEHTA, IPUKIIATHBIX
0a3 JaHHBIX, TECTOB U
CPEICTB TECTUPOBAHHUS
CHCTEM H CPEJICTB Ha
COOTBETCTBHUE CTAaHAAPTAM
U NCXOJHBIM Tpe6OBaHI/IHM

HOIIK-3.1. Ucnons3yeT
METO/IBI IIOCTPOCHUS 1
aHaIM3a aJTOPUTMOB TIPH
MPOEKTHPOBAHHUU U
pa3paboTke
MPOTPAaMMHBIX CHCTEM.

OP-3.1.1. 3naer yrpo3sl
WHPOPMATNOHHON
0€30MacHOCTH M MEPEI
MIPOTUBOAECUCTBUS UM.
OP-3.1.2. Bnageer
MOHATHHHBIM aIrapaToM
nH}pOpMaMOHHOK
0€3011acCHOCTH.

HemoHcTpanys
BBICOKOTO YPOBHS
BIAJICHUS
MOHATUMHBIM
anmnapaTom
WHPOPMATNOHHOM
0e301acHOCTH

U 3HaHUU yrpo3
nH(pOpMaMOHHOK
0€30I1acHOCTH U Mep

NIPOTUBOJCUCTBUS UM.

B uenom BeicOkuiA, HO
cozepKalui
OTJENBHBIE TIPOOEITH,
YpOBEHb 3HaHUU
MOHATUMHOTO anmnapara
HHPOPMAINOHHON
0€e30IacHOCTH,

yrpos
nH(opMannoHHOH
6e30IacHOCTH U Mep
IIPOTUBOJACUCTBUS UM.

®parmeHTapHoOE,
HETIONHOE 3HaHue 0e3
rpyOBIX OIIHOOK
MOHATUIHOTO anmnapara
HHPOPMATMOHHON
0€e30I1aCHOCTH,

yrpo3
nH(pOpMaMOHHOK
0€3011acHOCTH U Mep
IIPOTUBOJEUCTBUS UM.

He umeet uetkoro
TIpeCTaBIeHAS 00
yrpo3ax
WHPOPMATNOHHON
0e30IMacHOCTH U
Mep
MPOTHBOACHUCTBHS
UM, a TaK¥Ke
JIOIyCKaeT rpyobie
OLIMOKY NpHU
HCIIOJIb30BaHUU
MOHATUHHOTO
ammapara
WHPOPMATNOHHOH
0e30IaCHOCTH.




HOIIK-3.2. Ucnons3yeT
(hyHIaMeHTaIbHBIC

OP-3.2.1. 3HaeT OCHOBHBIE
CpeICTBa M CIIOCOOBI

HemoHcTpanys
BBICOKOTO YPOBHS

B uenom BeicOKUiA, HO
cozepKalui

®parmeHTapHOE,
HENOJIHOE 3HaHuE 0e3

He umeer ueTkoro
TIpeCTaBIeHAS 00

3HAHUS U pean3anun oOecrieueHus 3HAHWUHA OTJENBHBIE TIPOOEITH, rpyOBIX OIIHOOK OCHOBHBIX
QJITOPUTMOB IIPUTOAHBIX | HH)OPMAIMOHHOH OCHOBHBIX CPEJCTB U YPOBEHb 3HAHUH OCHOBHBIX CPEJICTB U CpencTBax u
JUTS IPaKTHIECKOTO 6e30macHOCTH. croco0oB obecriedeHns: | OCHOBHBIX CPEICTB U cnoco6oB obecrieueHus | crmocodax
MPUMEHEHHUS B 00JIacTH OP-3.2.2. Ymeer WHPOPMATNOHHOM cnoco0oB obecnieueHns | MHGOPMAITMOHHON obecriedeHUs
MH(OPMALIMOHHBIX KOPPEKTHO HCII0JIb30BATh 0e3011acHOCTH, nH(opMannoHHOH 0e301acHoCTH, UH(OPMALMOHHOH
CHCTEM M TEXHOJIOTHIA Kpurtorpaduueckue MEXaHHU3MOB U 6e3omnacHocTH, MEXaHHU3MOB U 0e3omacHoCTH,
CHCTEMBI 00eCIIeYeHU S 9JIEMEHTOB MEXaHU3MOB U 9JIEMEHTOB MeXaHNu3Max U
0e301acHOCTH rOCy/apCTBEHHOMN 3JIEMEHTOB rOCy/apCTBEHHOMN JJIEMEHTax
nHpopmanum. CHCTEMBI O0ecTiedeHus1 | rocyapcTBEHHO CHCTEMBI O0ecTiedeHus1 | rocylapCcTBEHHOM
OP-3.2.3. 3naer WHPOPMATNOHHON cUCTeMBI obecriedeHus | MH(POPMAIMOHHON CHCTEMBI
MEXaHU3MBI 1 3JIEMEHTEI 0e301acHOCTH; UHPOPMALMOHHON 0e30MacHOCTH; o0ecredeHus
roCyIapCTBEHHOM CIIOCOOHOCTD Oe3omacHoCTH; CIIOCOOHOCTH B HHOOPMAIIMOHHOM
CHCTEMBI 00eCIIeUCHHS KOPPEKTHO CIIOCOOHOCTD OONBLIMHCTBE CIy4acB | 0e30macHOCTH,
UH(OPMALMOHHOM HCIIONB30BAaTh KOPPEKTHO KOPPEKTHO JOITyCKaeT rpyoble
0€30MacHOCTH. Kpunrorpadguyeckue HCIIOJIb30BaTh UCIIOJIb30BaTh OLIUOKK TIPU
CHCTEMBI o0ecrieueHns1 | KpunTorpaduueckie KpunTorpaduueckue MIPUMEHEHUHN
0e301acHOCTH cucTeMbl o0ecTieueHnsl | CUCTeMbI obecrieueHus | Kpunrorpapuyecku
UH(DOpMALHH. 6e30macHOCTH 6e3omacHoOCTH X CHCTEM
nHpOPMALUH. uH(DOpMaLH. obecriedeHus
Oe3omacHOCTH
wHpOpMALIUH.
ITK-2. Cnocoben UIIK-2.3. Ucnons3yet OP-2.3.1 Ymeer JemoHcTpanus B nenom ycnenusle, ®parmeHTapHOE, He umeet uetkoro

MPOEKTUPOBATH Oa3bl
JTAaHHBIX, pa3pabaThiBaTh
KOMITOHEHTBI
MPOTrPAMMHBIX CHCTEM,
obecrieunBarOIMX padoTy
¢ 0a3aMu JTaHHBIX, C
MIOMOIIBIO COBPEMEHHBIX
WHCTPYMECHTAJIbHBIX
CpE/ICTB U TEXHOJIOTU

cpencrsa CYB/I niis
BBISIBIICHUSI TTPOOITIEM
MIPOU3BOTUTEIHLHOCTH
TIPY BBIITOTHCHUN U
MOBBIIICHUEM
IIPOITYCKHOM
CIIocoOHOCTH Oa3bl
JTaHHBIX

KJIacCH(UITPOBATH
3aIIAIAeMYIO
WHPOPMAIIHIO TIO BUAAM
TaWHBI U CTEICHAM
KOH(HICHIINATHHOCTH.

BBICOKOTO YPOBHS
YMEHUH NpU
MIPOBEICHUH
KI1accH(DUKAITUN
3alIUIIaeMoi
nH(OPMAIIUH IO BHIAM
TalHBI ¥ CTCTICHSIM
KOH(UIEHITNATEHOCTH.

HO COJIepIKaIue
OTJIENBbHBIC TIPOOECITBI
3HAHUSA B XOJI€
KIaccu(pUKaIIH
3alIMIIaeMON
“HGOPMAIIIHU TI0 BHIIAM
TalHBI U CTEIICHSIM
KOH(UIEHIINATEHOCTH.

HEIIOJIHOE 3HaHue 0e3
rpyOBIX OMIMOOK MpH
KIaccu(UKaIuu
3alUIIaeMON
WH(POPMAIIUH 110 BHIAM
TalHBI U CTCTICHSIM
KOH(MUIEHITHATEHOCTH.

TIPEACTaBICHUS O
BHAX TaWHBI U
CTEMNEHAX
KOH(UAEHIMATEHO
CTH MH(POPMALHH.




2. Oranbl GOpMUPOBAHMS KOMIIETEHIIUI U BUAbI OLIEHOYHBIX CPEICTB

N 3’[‘2]’[])1 q)OpMPIpOBaHI/[ﬂ KOMHeTeHHI/Iﬁ KOI[ U HAUMCHOBAHHEC Bl/lﬂ OLICHOYHOI'0 CpeﬂCTBa
° .
(pa3mesibl AUCHMIIAHBI) Pe3yJIbTaTOB 00y4eHHUsI (TecTsl, 3a1aHMs, KEHCHI, BOIPOCHI | JIP.)

NudopManus Kak 00ObEKT 3aILUTHI. 3aaHMs, BOIPOCHL, KOHCIIEKT

. [Audop OP-3.1.2, OP-2.3.1 > BOMPOCEL,

CaMOIOATrOTOBKH, co0eceoBaHNE

IlousTuiineiii anmapar 3aJaHusl, BOIIPOCHI, KOHCIICKT

2. 1ap OP-3.1.1, OP-3.1.2 > BOTPOCRHL,
nH(POPMAITHOHHOHN 0€30ITaCHOCTH. CaMOIIOITOTOBKH, cOOeCceIOBaHNE.

3 TocymapcTBeHHas IOJIUTHKA 0P-3.2.3 3a/1aHusl, BOIIPOCHI, KOHCIIEKT
UH(POPMALMOHHOM 0€30aCHOCTH o CaMOIOATrOTOBKH, co0eceoBaHNE
VYrpo3sl 6€30n1acHOCTH HHDOPMALIHH. 3aaHMs, BOIPOCHL, KOHCIIEKT

4 |'"P $op OP-3.1.1, OP-3.1.2 » BOTPOCBL,

CaMOIOATOTOBKH, cO0ECe0BaHMtE.

Mepbl IPOTUBOAENCTBHS yTrpo3aM 3a7]aHusl, BOIIPOCHI, KOHCIIEKT

S yrp OP-3.1.1, OP-3.1.2 » BOTIPOCEL,
0€30I1aCHOCTH. CaMOITOAr0TOBKH, cOOece10BaHKe

6 Kpunrorpapudeckue METOIbI 3aIHTHI 0P-3.2.2 3a/aHusl, BOIIPOCHI, KOHCIIEKT
UH(POPMAIIIH. o CaMOIIOITOTOBKH, COOECEI0BAHHE.
OCHOBHBIE MEXaHU3MBI 3aIUTHI OT 3aaHus, BOIPOCHL, KOHCIIEKT

7 OP-3.1.1, OP-3.2.1 » BOMPOCEL,
HECAaHKIIMOHUPOBAHHOIO J0CTYIIA CaMOIOATrOTOBKH, co0ece0BaHHE
NudopmanmonHas 6€30nacHOCTh 3aaHUs, BOIPOCHL, KOHCIIEKT

g [ndop > OP-3.1.1, OP-3.2.1 » BOMPOCEL,
KOMITBIOTEPHBIX CETEH. CaMOIIOATOTOBKH, COOECEIOBAHNE.

3. TunoBble KOHTPOJIbHbIE 3aJaHHSl WJIH HHble MaTepHaJibl, Heo0XOAMMbIe ISl
OLICHKH 00pa30BaTe/IbHBIX Pe3yJbTaToB 00y4eHHus

3.1. TunoBble 3amaHusl AN TPOBEACHUS TEKYILEro KOHTPOJIS YCIIEBAGMOCTH IIO
JMCIUITITHHE

Tema “IlonsTuiineii anmapar nHGopManmoHHON OezomacHocTh”. 3amanue. Mcmonb3ys
bank ganHBIX yrpo3 Oe3omacHoctn uH(popmanun DCTIK Poccum (www.bdu.fstec.ru),

TpeOyeTcs AeTalbHO M3YyYUTh TPH Yrpo3bl 0e30macHOCTH HH(poOpMauuu (ONHCaHUE YTPO3BI,
VUCTOYHUKU YIpo3bl, OOBEKT BO3JEHUCTBUS, IOCIEICTBUS pEaTU3alUU YIpo3bl), MPUCYILHUX
HEKOTOPOMY OJIHOMY BBIODAaHHOMY CTYAEHTOM OOBEKTy (0OsiayHasi CHUCTeMa, IPUI-CHUCTEMA,
BIOS, BuptyanpHas mammHa, 6ecnpoBOJHAs ceTh, Web-IIPUIIOXKEHHE, XPAHWIMIIE OOJBIINX
JAHHBIX U T.IL.), @ TaKXXe TPU YCTPaHEHHBIE YA3BUMOCTHU JUJIsl HEKOTOPOTO OJHOTO BBIOPAHHOTO
cryneatom I10 (CYBJ MySQL, 6payzep Google Chrome wu T1.m.). CTygeHT OoKeH
CaMOCTOSITENIBHO BBINOJIHUTG 33JaHHe, BBUIOKUTh OTUET B CUCTEMY YIPABIEHUS OOyuyeHHEM
Moodle, mpu HeoOX0OUMOCTH MPOIEMOHCTPUPOBATH IPENOAABATENI0 IMPU YCTHOM 3alluTe
BJIa/ICHUE OCHOBHBIMHU MOHATHSAMH MH(GOpPMAIIMOHHON Oe3omacHOCTH. OTUeT BKIIIOYAET B ceOsl:
Ha3BaHME JUCUMIUIMHBI U 3anaHus, @O u HOMep Tpymmbl MCIONHUTENS pabOThl, pe3ylbTaT
BBIMIOJHEHUsT  paboThl: 1) CHOMCOK  OmpeleNeHuid TEPMHMHOB:  yrpo3a, YsA3BHUMOCTD,
KOH(HICHIIMATIBHOCTh, IIEJIOCTHOCTh, JOCTYIMHOCTh; 2) CIHCOK H3YYEHHBIX YIpo3 H
YSA3BUMOCTEM.

Tema “UudopmanvonHas 0e30MaCHOCTh KOMIBIOTEPHBIX cereil”. 3amaHue. TpeOyercs
BBIOpaTh Kakoe-mu0o mporpaMmHoe cpenctBo 3amurthl uHpopmauun (C3M) ot kakoro-nu6o
MPOU3BOAMUTENS, HM3YyYUTh NpEeIHA3HAUEHUE CHCTEMbI/CPEJCTBA/MHCTPYMEHTA: Kakue 3a/lauu
pelarTcs U Kakhe METOJIbl/TIOAXO0bl/aJTOPUTMbl UCTIONB3YIOTCS JIsl PEIICHUs JaHHBIX 3374,
apXUTEKTYpy (cxeMy paboThl), PyHKIMOHAIBHBIE BO3MOXHOCTH U XapaKTEPUCTUKH CPEACTBA.



http://www.bdu.fstec.ru/

W3nyueHHblid MaTepuan H3jaraeTcss B BHUIE KpaTKOro pedepara ¢ yKa3aHHMEM HCTOYHHKOB
uHpopmarmu. [locne yero Hamo ckavyarh, YCTAaHOBUTH MPOOHYIO Bepcuto m3ydenHoro C3U, u
HACTPOUTH, aKTUBU3HUPYS 0a30BBIC BOSMOXKHOCTU MPOAYKTa. CTYIEHT JOHKEH CaMOCTOSATEIHHO
BBITIOJTHUTH 33J]aHKe, BBUIOKHUTH OTYET B CHCTEMY ympasieHus oOydeHuem Moodle, mnpu
HEOOXOAMMOCTH MPOJAEMOHCTPUPOBATh MPENOAABATEN0 IPU YCTHOW 3allUTe BIIAJICHUE
marepuasiom. OTueT BKIIOYaeT B ceOs: Ha3BaHUE AUCUUIUIMHBI U 3amganus, OO u HOMEp
TPYIIIBI UCTIOJHUTEINS paOdOThI, pE3yNbTaT BHIIOJHEHUS pa0OThI B BUE pedepara U CKPUHIIOTOB
(cammkoB skpana) ¢ Hactporikamu C3U. TIpumepsr C3U: Kpunrollpo CSP — kpunromnpoaiiaep,
Secret Net Studio - 3amuTa koHeuHbIx Touek, Kaspersky Small Ollice Security - 3ammura s
MaJioro 6u3Heca.

Tema “Kpunrorpaduueckue metomus! 3amutsl nadopmaruu’. 3ananue “ludper 3ameHsl u
nepectanoBku”. Tpebyercs 3ammdposars cBoe PUO: 1) no3ynroBsiM mmdpom; 2) mmdpom
Bmxenepa; 3) mmdpoM BepTUKAIBHONW TNEPECTaHOBKU; pacmIudpoBaTh MPOU3BOIHHOE CIIOBO
U3 TPEANIOKEHHOTO CIucka u 3ammdpoBaHHoe mudpoM BirkeHepa mpu M3BECTHOM KIIIOUE.
CTyneHT JOKEH CaMOCTOSITENIbHO BBIONHUTH 33JaHHE, BBUIOKUTH OTYET B CUCTEMY
ynpasieHus o0ydeHuem Moodle, mpu HeoOXOTUMOCTH MPOIEMOHCTPUPOBATH IPEIOIABATEIIO
IpHU YCTHOM 3amuTe BiIajeHue mMarepuanoMm. OT4eT BKIOYAaeT B ceOs: Ha3BaHUE NUCHUIUIMHBI U
3ananust, @O 1 HOMEp TPYIIITBI HCIIOTHATENS pa0OThI, PE3YJIbTAT BHIMIOJTHCHUS PAOOTHI.

Tema “OcHOBHBIE MeXaHHM3MBI 3alllUTHl OT HECAHKIIMOHUPOBAHHOTO jocTyma”. 3ajaHue
“PyxoBogsuiue aokymeHTsl”. Wcnonb3ys cailt @CTOK Poccun (PenepanbhHas ciyxba 1o
TEXHUYECKOMY U JKCHOPTHOMY KOHTpoito) http://fstec.ru/, Beiopars C3U B ['ocynapcTBeHHOM
peecTpe cepTU(ULIMPOBAHHBIX CPEICTB 3alllUThl HH(OPMAIIUU, KOTOPOE UMEET cepTU(UKaT Ha
COOTBETCTBHE OJHOMY WM HECKOIBKHM PYKOBOASIIMM JOKYMEHTaM: JIMOO MO  YpPOBHIO
KoHTponisi orcyrctBusi  HJIB (HemeknmapupoBaHHBIX — BO3MOXKHOCTEH), IuOO 1O  Kjaccy
sanuiieHHoctd CBT (cpencTB BBIMMCIUTENBHONW TEXHHUKH), TUOO MO KJaccy 3allUIIEeHHOCTH
MD (MexceTeBbIX IKpaHOB), MO0 Mo kiaccy 3amuineHHOCTH AC (aBTOMaTH3MPOBAHHBIX
CUCTEM), MW3Y4YUTh COOTBETCTBYIOLIHUII(1E) pyKOBOIAIIMI(1E) JIOKYMEHT(bI), OMHCarh
TpeOOBaHUS, KOTOPBIC MPEABSBISIOTCS K BHIOPAHHOMY CPEJICTBY 3aIllMTHl C TOYKH 3PEHUS
COOTBETCTBUS KJaccy 3amuiieHHOCTH BbiOpaHHOTOo C3U. CTymeHT D0IKEH CaMOCTOSITEIbHO
BBITIOJTHUTH 3aJ[aHKe, BBUIOKHUTH OTYET B CHCTEMY ympasicHus oOydeHuem Moodle, mnpu
HEOOXOMMOCTH MPOAEMOHCTPUPOBATh TMPEMONABATEeN0 TMpPH YCTHOW 3alllUTe BIaJICHUE
marepuanioM. OTueT BKIIOYaeT B ceOs: Ha3BaHWEe AUCUUIUIMHBI U 3amganus, OO u HOMmep
TPYNIBI UCTIOMHUTENS PaboThl, pe3yabTaT BHITOTHEHUS paOOTHI.

3.2. TumoBsie 3alaHuA 1J1d MPOBCACHUS HpOMC}KYTOLIHOI\/JI arTecrTaluu 110 JUCIUIIIINHE

[IpumepHBIif nepeyeHb BOIMPOCOB K 3a4eTy (B 3aBUCMMOCTH OT BoOImpoca Tpebyercs
U3JIOKUTh WM OOBSICHUTH WIM MOCTaBUTh 3ajjadyy WIM MEepeYUCIUTh WIM ONUCAaTh WM J1aTh
OIpe/IeTICHNE W KIaCCH(PHUIUPOBATH HIIH OXapaKTepPH30BaTh WM CPABHUTH):

YpoBHHU TIpecTaBIeHUS HHPOPMAITHIH.

CgoiicTBa 3amunaemMoil HHGopMaIu.

Bunp! TaitH (rocymapcTBeHHasl, ciy>keOHast, mpodeccuoHanbHasl,. .. ).
TepMuHBI, OTHOCSIIIMECS K BUIaM 3aIIUTHl HH(OPMAIIIH.

TepMuHBI, OTHOCSIIHECS K CITOCO0aM 3aIUuThl HH()OPMAITIH.

o gk wbdhE

TepMI/IHBI, OTHOCAIIHUECA K 3aMBICITY 3allIUThI I/IH(bOpMaHI/IH.


http://fstec.ru/

TepmuHBI, OTHOCAIIMECS K 00BEKTY 3aIIUTHl HH)OPMALIUH.
TepMHUHBI, OTHOCSIIIUECS K YTpo3aM 0€30MacHOCTH UH(POPMALIUH.
TepMHUHBI, OTHOCSIIUECS K TEXHUKE 3alIUTHI HHPOPMALIUH.

. HanmonanwHas 6e3omacHocTs PO.

. JloxTpuna undopmarmonHon 6ezonacnoctu PO.

. 3aKkoHOJaTeIbHAasA OCHOBA oOecrieueHus! HH(HOPMaIlMOHHON 0€30acHOCTH.
. HopmaruBHas ocHoBa obecriedeHnss THPOPMALMOHHOM O€30M1aCHOCTH.
. bezomacHoCTh KpUTHYECKOM MHPOPMAITMOHHON HHGPACTPYKTYphl PD.
. I'ocynapctBenHas cuctema obecrnieueHus HHGOPMALMOHHOM 0€3011acHOCTH.
. HecankumonupoBaHHbIe onepanuy ¢ MH(HOpMaIien.

. UcTtounmku u knaccudukamnus yrpos.

. IlepeueHp TUIOBBIX HENPEIHAMEPEHHBIX UCKYCCTBEHHBIX YTPO3.

. IlepeueHb TUMOBBIX IIPETHAMEPEHHBIX HCKYCCTBEHHBIX YTPO3.

. Kimaccudukanust crmoco60B HeCaHKIIMOHMPOBAHHOTO JIOCTYIIA.

. TunoBsle aTaky Ha KOMMYHUKAI[MOHHBIE TIPOTOKOJIBI.

. 3aKOHOJaTeIbHbIE MEPbI IPOTUBOICHCTBUS yrpo3aM 0€3011acHOCTH.

. Oprann3annoHHbIe MEpbI IPOTUBOJCHCTBUS yrpo3aM 0e30MacHOCTH.

. @u3nyeckue U TEXHUYECKHE Mepbl IPOTUBOAEUCTBUS yrpo3aM O€30IaCHOCTH.
. Ayrentudukanus. HeBO3MOXHOCTh OTKa3a OT aBTOPCTBA.

. Umuro3amura. Ludposas noanuce.

. CUMMETpUYHBIH / aCHMMETPUYHBIN mHUdD.

. Kpunrorpaguyeckas croiikocts mudpa.

. Meroz kpunrorpaguueckoro aHajausa.

. Kpunrorpaduveckuii mpoToko.

. Kpunrorpaduueckas xem-pyHKIus.

. Kinaccugukanus KpunTonpoToKoIoB.

. CBoiicTBa 1IM(ppOBOI MOAMHUCH.

. Kpunrorpaduueckre npoTokossl ayTeHTU(UKALUHA COOOIIEHUH.

. Kpunrorpaduueckne npoTokosbl HACHTUPUKAIIH.

. O0beKT, CyOBEKT, 10CTYI K MH(OpMallny, MpaBuja pa3rpaHuyeHus! 10CTyIa.
. Unentudukanus, ayreHTUUKALMS, aBTOPU3ALIHS.

. IIpoTokonupoBaHue U ayAuT (AKTUBHBINA ayuT).

. CratucTyeckuit MeTo1 OOHapy>KEHHs aTak.

. CurHatypHbIil MeTOJ] OOHApYKEHHUs aTakK.

. IMCKpeLlMOHHOE yIIpaBiIeHHE JOCTYIIOM.

. MannatHoe ynpaBieHHE T0CTYIIOM.

. PoneBoe ympaBiieHHE AOCTYIIOM.

. 3amuTa UHQOpMAIMK NTPU XPaHEHUH U Tepeaye.

. 3a1mTa OT BPEJOHOCHBIX IIPOrpaMM.

. Buipl KOMITBIOTEPHBIX BUPYCOB U BPEOHOCHBIX TPOTPAMM.

. 3alUTa MEKCETEBOTO B3aUMOICHCTBUS.

. IlpenoTBparienue yreuek nHGOpPMaIUU.

. Aynut 06€3011acHOCTH.

. YTpo3bl KOPIOPATUBHON CETH. 3aluTa IepuMeTpa CETH.

. OCHOBHBIE MEXaHU3MBbI 3aIIUTH KOPIIOPATUBHOM CETH.

. CpenctBa 3a1uThl HHOOPMALIUU: MEKCETEBBIE KPAHBI.



53. Cpexactra 3amuThl HHGOPMAIIMH: BUPTYaTbHbBIC YaCTHBIE CETH.

54. CpencTra 3aiThl HHPOPMAIUH: CHCTEMbI aHAN3a 3alUIIEHHOCTH.
55. Cpencrra 3ammThl HHGOPMAITUHU: CHCTEMBI OOHAPYKECHHUS aTaK.

56. Cucrembl IpeIOTBPAIICHUS YTEUKH KOHPHUICHIIMATHHON HH(OPMAIIHH.
57. IlonuTrka nH(MOPMAITMOHHON 0€301MaCHOCTH OpPraHU3ally.

4. MeToanveckue MarTrepuaJbl, onpeae/adaomue nmpoueaypsbl OICHUBaHUA
06p330BaTe.]'[LHLIX pe3yjJabTaToB Oﬁy‘leHI/IH

4.1. Metoguyeckue Marepuaibl Il OICHKHA TEKYIIEro KOHTPOJS YCIIEBAEMOCTH IIO
JIUCLIUILINHE.

BeinonHenune 3amaHuil oneHuBaeTcss Mo OMHAPHOM cHUcTeMe (3a4eT/He3adeT): 3ayer -
CTYEHT B LI€JIOM YIOBJIETBOPUTEIBLHO pa3dupaeTcs B 3aade, XOPOIIO 3HAET Marepuall, OTBEYaeT
Ha BOINPOCHl C 3aMEUYAHMSIMM WJIM C HErpyObIMHM OIIMOKaMH; He3adyeT - CTYAEHT ciabo
pa3bupaercs B 33j1aue, IJI0XO 3HAET Marepuall, He OTBEYAET, MO0 OTBEUAET, HO C OMIMOKAMHU Ha
BONpPOCHI Ipenoaasaresns. Jlomyckom 1o 3aueta sBisercst BbinoiaHeHue 80% 3amaHuil.

4.2. Meronuueckue MaTtepuaibl A TPOBEACHUS MPOMEXKYTOYHOM arTecTalud 110
JIUCILIUILINHE.

3ageT 10 AUCHUIUIMHE — CTYACHT OBJIaAC]I 00s13aTeIILHBIM MarepuajioM I10 pasaciiaM
JICKOHMOHHOI'O KypcCa, BO3MOKHO C HCKOTOPBIMM HEAOCTATKaAMH, a TAKKC IMOKa3aJl Tp€6y€MI)IC
YMCHHA U HABBIKU ITPU BBINTOJIHCHU A OOJIBIIMHCTBA TECTOBBIX SaI[aHHfI.

Heszader mo aucruniauHe — CTYACHT HMMCCT CYLICCTBCHHBLIC Hp06eJ'IBI 110 OTACJIBbHBIM
TCOPCTUUCCKUM pa3AciiaM JUCHUIINIMHBI WK HE IMOKa3all Tpe6yeMLIe YMCHHA U HABBIKU IIPU
BBIIIOJIHEHUH TECTOBBIX 3aIaHHUI.



